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o ErIgrid-
Background and Motivation ? .

= Planning and operation of the energy infrastructure becomes more complex
— Large-scale integration of renewable sources (PV, wind, etc.)
— Controllable loads (batteries, electric vehicles, heat pumps, etc.)

= Trends and future directions Bro. Security

.. . . sumers Threats
— Digitalisation of Energy

power grids Markets Privacy

— Deeper involvement

Building ——— Industry
of consumers and resdencal

market interaction

— Linking electricity,
gas, and heat grids
for higher flexibility
and resilience

— — — ICTinfrastructure ~ —~ — _ _  — —

- Integrated Cyber-Physical Energy System
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Background and Motivation Eerigrid-

= Key elements of future integrated smart grids for mastering the increasing
requirements and system complexity are

— Power electronics

— Advanced communication,

automation and control systems System
| uc ?
— Smart algorithms \\d te
— Monitoring and data ana)ﬁca“d E“e‘gNafket
ro 9es' h\ls‘c
RO ed cyper
\nted™®
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Status Quo In Design and Validation

= |n the past individual domains of power and communication systems have
been often designed and validated separately

= Available methods and approaches are

Req. & Basic

Detailed Design

Implementation

Deployment /

tests / pilots

Design Phase Phase & Prototyping Roll Out
S_,oftwa_re + — o) .
Simulation
Lab Experiments i i + +
and Tests
Hardware-in-the-Loop
(HIL) - - ++ ++
Demonstrations / field i i ) 4

Legend:

- ... less suitable, o ... suitable with limitations, + ... suitable, ++ ... best choice
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Status Quo In Design and Validation ! .

small scale distribution grid

= Promising validation approaches

taken from measurement

— Co-simulation: coupling of T I é T
domain-specific simulators _ﬁ' .g. 'ﬁ'
(example: dynamic charging 13_13_ 13_

of electric vehicles) et charang

<)

— Hardware-in-the-Loop (HIL) ;
experiments

IEC 61499 Application (apiac) E ‘

A
¥
‘ Ethernet TCP/IP (IEC 61850, libiEc61850) ‘

DSO SCADA

« Controller-HIL (CHIL) ]
(example: remote control of | e | s | [P
. = Interface
8 ) ) (TCP, UDP, etc.) (PowerFactory)
Inverter_based DER) é‘ ( IEC6149‘?Dépc))plication o>
E fes -Re;cr/ Re;nurce |
o | e
* Power-HIL (PHIL) I g ‘ o P oL 3 e
Q ' (XC680)
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Erl ° .
Future Needs and Developments iarc.

= Vision: “Providing support from design to implementation & installation”
— Integrated system design
— Validation and testing

— Installation and roll out

Specification wlmplementationm Validation m Deployment >

Use case design and Generated target . . I Deployment to
- ) . Simulative validation i
speC|f|cat|on configurations field components

= FOO{-} % sy

User defined
conflguratlons

SDECS )

,,,,,,,,,,,,,,,,,,,,,,

Laboratory validation
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Future Needs and Developments

A cyber-physical (multi-domain) approach for analysing and validating smart
grids on the system level is missing today

— Existing methods
focusing mainly
on component
level issues

— System integration
topics including
analysis and
evaluation are not
addressed in a
holistic manner

Power System Analysis Communication 4 Components R
Power Grid Generators, Storages,
Electrical Signals Loads, etc.
Power, Voltages
& o [
Control = )
Signals -~ ~
Control System SCADA / DMS / HMI
Power Quality, etc. Control Center
Central Control [=]-] =]
o Measurements i i 6
Local Control Parameters —T:*~ .'. :
Local Control BE88588 8 88 88
\_ J
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Future Needs and Developments ! .

= A holistic validation framework and the corresponding research infrastructure
with proper methods and tools needs to be developed

/ Smart Grid Configurations \ /W\ Validated

Validation and

(Power + ICT system) Testin Smart Grid System
Optimization R A ?’ Configurations
s . Valdated
yoer-phy. concept /

systems based)

e Virtual-based
methods

e Real-world-
based methods

e Combination of

architecture
e Substantiated

comparision
e Testreport
e Improvement

and innovation

R virtual & real- i
&/ (o) world-based I
~ S methods (HIL) m

= Harmonized and standardized evaluation procedures need to be developed

= Well-educated professionals, engineers and researchers understanding
integrated smart grid configurations in a cyber-physical manner need to be
trained on a broad scale
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The ERIGrid Approach

H2020 call

— INFRAIA-1-2014/2015:
Integrating and opening existing
national and regional research
infrastructures of European interest

* Funding instrument

— Research and Innovation Actions (RIA)
Integrating Activity (I1A)

= 18 Partners from 11 European Countries
+ 3 Third Parties involved

= |nvolvement of 19 first class Smart Grid labs
= 10 Mio Euro Funding from the EC
= ~1000 Person Month

°
L ]
No. of ERIGrid
partners per country
;"'/V “\\i No. of provided
'-\ y installations i )
: ". /--‘\‘
! i
o } n\__/' y
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The ERIGrid Approach ! ..

Main Goals

Supporting the technology development as well as the roll out of
smart grid approaches, solutions and concepts in Europe with a holistic,
cyber-physical systems approach

Integrating the major European research centres with a considerable,
outstanding smart grid research infrastructure to jointly develop
common methods, concepts, and procedures

Integrating and enhancing the necessary research services for
analysing, validating and testing smart grid system configurations

Provision of system level support and education for industrial and
academic researchers in smart grid research and technology
development fostering future innovations

Strengthening the technical leadership of the European Research Area
in the energy domain
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- Er
The ERIGrid Approach iarnc.

= Towards formalized validation

“From validation needs to evaluated integrated smart grid configurations”

" Scenario & Generic Use Test
= System Configuration Cases Objective
5 i g
S 1
>
= SuT Oul Dul FuT @ Ful Pol
9
S
S Holistic Test Case Test Criteria hol
= olistic
9_5 Mapping to individual test
S tests according to Rl capabilities )
2 @ evaluation
< \
3 U S Refined: Objects,
S Sub-test Sub- Purpose, Criteria O
£ specification test | **° New: Test Design,
S spec. Test Configuration
S l [ test
o b2 z refinement
- (a) Experiment Exp. Experiment Design
= \ Specification Spec. Experiment setup Legend:

Exp.
e inRI'1

4

S m
>
T3
N
.
H
:

- Function(s) under Investigation (FuT)
- Function(s) under Test (Ful)

- Purpose of Investigation (Pol)
Exchange of data and results - Research Infrastructure (RI)

. 6 - System under Test (SuT)
- Object of Investigation (Oul)
inRl n - Domain under Investigation (Dul)
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The ERIGrid Approach erigric.

= Improved validation and testing methods: focus on co-simulation and HIL

offline real-time tsox ... offline sample rate
simulation i simulation trrx ... real-time sample rate
: lab-link | i :
task 1 : ; software i | power interface PI, || hardware 1
ts o1 l loy 211 i 1 i1
i il
UO,IT i m%‘vl’lT@“ ;{)luﬂ [Vl,l DZz,l
task 2 . E
tsoo[i | (offline and torme Thoae™]
E real-time | ;
; simulation ;
task 2 i interface) § software || power interface Pl || hardware 2
tsos| | lon Zu § T iz
i . itn
Uo,||T i U1,||<F‘I'1'HT@< ;'{)luf,'n [Vl,n |:|Zz,||
task N
tsrr2| Tvan e}
ts.on
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The ERIGrid Approach Erigrid-

= Coupling of research infrastructures for integrated and joint testing

infrastructure 1 R

Real-time
DB

!
!
|
I Research
|
|

measurements/setpoints

RI1

Model /
Controller from
RI2

IEC

Level 1 61850 CIM
interface interface

Research
infrastructure 2

INTERNET

Level 2

- © The ERIGrid Consortium
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The ERIGrid Approach Er1O;

Connecting European
Smart Grid Infrastructures

= Provision of user access to research infrastructures of the main players in
the Smart Grids European Research Area

Facilities for improved component characterisation and

Micro Grid validation (TA1)

(CEA, CRES, DTU, ENEL, ICCS, SIN, TEC, UST, VTT)

N

/

Y

-

Power
System Analysis

~

\
-

Control System

S

Y
N

J

-

ICT/

~

Communication

S

Network

Y

-

&

Components

\

Y

&

SCADA / DMS /
HMI

Y

/

*

X

Facilities for large-scale Smart Grid system integration and

testing (TA2)

(AIT, DNVGL, ENEL, GINP, IWES, OCT, OFF, RSE, TUD, UST, VTT)

R&D topic

Provided services to external users

DER components

PV-inverter tests (component, integration)
Storage, charging devices test (component, integration)

Development of
new network
components

Test of new component concepts
Validation of advanced control methods for components

Smart Grid ICT /
Automation

Valdiation of controller implementation and integration
Validation of communication protocols

Test of SCADA system developments and integration
Cyber-security assessment

Co-simulation

Co-simulation tests power grid ¢> communication
network

Co-simulation tests power grid <> components <>
communication network

Real-time
simulation and
HIL

Integration tests for inverter-based devices
Validation of new power electronic component
topologies
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Ap P lication Exam P le ? i

= Energy application

— |IEC 61850 remote controlled inverter-based DER
= Cyber-physical attacks investigation

— Man-in-the-Middle attack scenario
= Validation goal

— Analysing the influence of the attack on the energy infrastructure

v, Hz
r———————————':
1
- Y .
N Ok 1
N = .
1
\‘"“ —~ Shapi tput
aping outpu
* aping outp Meter
PV modules Inuer'ter Grid
T | B Active and reactive power signals

Production schedules
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Application Example

L

Formal test case description

Template Test Case

Name of the test case

Name

Narrative

“a storyline summarizing
motivation, scope and purpose of
the test case.”

What is the subject of the test and why is
the purpose of the test 7

System under Test (SuT):

“a (specific) system configuration
that includes all relevant
properties, interactions and
‘behaviours (closed loop 1/0 and

Scenario & Generic
System Configuration

What is the test system & the test system
boundary? What is the system context and
which interactions between your object
under investigation and the surrounding

system are relevant? What are the

SuT Oul Dul

Holistic Test Case

T T T I

“extery ross the system
bunal
&5 an
F1 Use % Test
& | Cases Objective
T
= ¥
FuT, Ful Pol
Sr—— m—

Test Criteria

Template test specification

Title Definition

Ref. Holistic test case

Test System Setup Graphical and textual description of the system

(also graphical) under investigation and its components
including interfaces between test setup and
Object under investigation and type of those
interfaces (e.g. electrical)

Target measures Specification of the target metrics that w]

[from measured parameters in order to evaluate the test
objectives. Which variables will be quantified By the test?

Input and output
parameters

List of inputs for the system under test relevant to the
object under investigation, inputs relevant to the object
under investigation stself and outputs / measured
parameters divided into:

'+ ‘Controllable input parameters’

* ‘Uncontrollable input parameters”

® Measured parameters’

Test Design

The choice of mapping between required testing
target and available test parameters, in terms of

Test Specification
Test Design, Test System Confiig., Input & Outp

’ Connecting European

Smart Grid Infrastructures

Template experiment specification

Title

Definition

Ref. Test Spec.

Research Infrastructure

Specify the Rl where the experiment is carried
out

Experiment realisation

The setup can be realised in different ways (e.g.
simulation, hardware,..)

Give a brief description of the

Experiment Setup (concrete
lab equipment)

graphical and textual description of the concrete
lab equipment

Experimental Design and

For all parameters give a reason why it has been

Experiment Specification
Experiment Design, Experiment setup

“Identifies the relevant
domains or sub-domains of
test parameters and
connectivity.”

be included,/emulated in a potential test
setup? In a multi-domain system, not all
interactions need to be reflected in a test;
identify the domains and /or sub-domains
that are relevant for this test case.

Functions under Test (FuT)

“the functions relevant to the
operation of the system under test,
as referenced by use cases”

Which use cases apply to this test case or
which system functions are required for an
operational Ful to he investigated? List all
Jfunctions required to be operational in the
final test setup.

™ P
to.actually run the test and initial choices of
parameters.

Evolution of system state
and test signals

Quantitative characterization of the temporal
evolution of test events and evolution of the
relevant test parameters, as adjustable hy the
input parameters (e.g. opening breakers after a
certain amount of seconds)

Evolution of variability attributes

Other parameters

Information of data that should be tracked apart
from the input and output parameters and
system state, test signals

Storage of data

In which format are the parameters stored

Temporal resolution

Discrete or continuous simulation and (if
i resolution of the discrete time steps

Source of uncertainty

In order to evaluate the quality of the test, the
possible sources of uncertainties gre given in

how they can be quantified.

Suspension criteria /
ing criteria

Under which conditions are the test results not

attributes

« number of repetitions for each combination

Precision of equipment

For the components of the lab equipment the
precision is given such that the experiment’s
uncertainty can be derive:

Uncertainty measurement

Based on the precision of equipment of the lab
instrument and of measurement algorithms, the
parameters to model the measured quantities”
errors are provided it is specified how
experiment’s uncertainty can actually be
measured,

valid or the test is interrupted
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A EFIgrid-
Ap P lication Exam P le l g ? i

=  Simulation-based

L

- LN_DRCC
i CNF  REQ: REQ. CNF 5 X
analysis ﬁ o] N
>> DRCC ms REQ_CNF
— Coupling
- l I | ]
Of d |ffe re nt VoltageContro Batteryl e £1495
domains l:l 4 Application
DRCC_BATT >> >> DRCC (4D|AC)
(pOWer I CT MMXU_BATT >> >> MMXU ’
’ ’ 8

Automation

t I & FMAR_DER2 >> DER2
COﬂ I’O DGSM_DER2 >> and Control
automation) Com- e LE’ N

DRCC_DER1 >>

munication o oo | >> DGSM

>> MMXU A

DER1 .
| o

5V T O L

m :
Simulation — <7 ' V
(PowerFactory) Power System
© The ERIGrid Consortium
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>>DRCC

?"

>> MMXU

Batteryl
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Application Example er

= Lab-based analysis

— AIT SmartEST laboratory setup

DSOComputer/DistributionRTU\ | DERController

VoItVArContr DSCADA Dlstrlbut|onRTU '

r d‘ ’b Ij‘ “ IEC 61850

O
\_/
Grid Connection Line emulation LV Bus PV Array

230V /50 Hz DERGenerator Simulator

" DERController

’ Connecting European

Smart Grid Infrastructures

Controller
Hardware

Power
Hardware


https://www.erigrid.eu/
https://www.erigrid.eu/
https://www.erigrid.eu/
https://www.erigrid.eu/

Connecting European
Smart Grid Infrastructures

Application Example :

Lab-based analysis

— Attack (manipulation) of inverter set-points (active power)

Readings)
Uoc V)
["sea2
Tsc ()
26020
? mpp (4
| 10856
Umpp 4
[“a18
Tmpp (A)
a1
Pmw)
[ Ba
Um )
[sars
Im @)
{1.416
Usuppiy
[ sea0
Autoscale
Graph

-l

utput

Miput

10

d

(a) 100% of power limitation by the operator

0 5 10015 20 2% 30 3 40 430 X0 K0 600
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Eippingp>> Us> 155
02000
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E

Tods e e’ o s sl il

i

0

(b) 60% of power limitation by the operator

0,0
PowerStage Status

ClippingP>> U>> To»
2000 =

0 50

a5 s e

R R S S TR T A R R T
100 150 200 250 300 350 490 450 500 550 600 640

3

dlooo
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6320
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o85 " 'sars" " 100

T Tue
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Limit

(¢) 10% of power limitation by the attacker


https://www.erigrid.eu/
https://www.erigrid.eu/
https://www.erigrid.eu/
https://www.erigrid.eu/

L]
]
I I n ? Connecting European
I l Smart Grid Infrastructures

= Alarge-scale roll out of smart grid solutions, technologies, and products can
be expected in the near future

= New technologies, suitable concepts, methods and approaches are
necessary to support system analysis, evaluation and testing issues of
integrated approaches

= Advanced research infrastructures are still necessary

= Flexible integration of simulation-based methods, hardware-in-the-loop
approaches, and lab-based testing looks promising for overcoming
shortcomings
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L]
]
’ Connecting European
Smart Grid Infrastructures

= [Future activities and research should be focused on

Improvement and integration of design and validation tools from
different domains (power system + ICT + markets + consumer
behaviour)

Development of system level validation procedures and benchmark
criteria

Improvement of research infrastructures supporting system level
validation

Education, training and standardization is also a key factor
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Free Acces
s to European Smart Grid Lab
European s EFIgrid-

ERIGri
| IGrid calls for free transnational a
S . ccess:
c;ll.d15 September - 15 December. 2S
. cn "c:;ll: 15 March - 15 June 201’7 e
all: 15 August - 15 ,
- Nov
: - embe
Sthth ::all. 15 February - 15 May, ;,021(;17
call: 15 Au ’
gust - 15 Novemb
. e
6th call: 15 February - 15 May ;0210918
o o o ®
erigrid.eu/transnational-acces
s

CEDJEeZ(I)EZRIGrid Consortium
0 Programme GA No. 654113

: gonnecting European
mart Grid Infrastructures

—————T

————

ermarid” =

2 Connecting European 42020 Programme
under Contract No.

o Smart Grid |nfrastructures
654113

wwW.erigrid.eu

With the aim to support the development of smart grid solutions in Europe,
the ERIGrid project opens its first call for transnational access. The project
partners offer their infrastructure and support to the successful applicants for
experimemal research free of charge- o

Upto 15 December. 2016, users from research,
academia and industry can apply 38 individual
researchers Of with colleagues S User Groups-

Eligible applicants: @ e

« must be emp\oyed by
organisations \ocated
in the European Union
or associated European
states. Limited access

is also provide to
applicants from non-

0
FU countries and other

Conducting You' own experimental
research free of charge in the best
testing and simulation facilities of Europé

.

Promotion of your
experimental research

through ERIGrid

Option to select your
pre(erred host jaboratories

the concentraled

_how and best
practices in the

field of smart grid

developing countries

(please visit erigrid.eu systems and
for more information;

« must be able to publicly Working with the toP smart

report about the grid experts and impacting

rnnriurtpd nroiert

T
homas Strasser, AIT Energy

09.06.2017 23
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