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1. Introduction

The objective of this lab session is to provide a practical overview of the features offered by the GTNETx2
card of the RTDS. The first section of this document introduces GTNETx2 functionality, and supported
protocols such as, SV, PMU and SKT, with example use cases to demonstrate their use. In the second part, the
practical centralized based Under Frequency Load Shedding (UFLS) example, utilizing PMU and SKT is
described and performed in real-time.

Note: This document is provided with MATLAB scripts and simple models in RTDS. You are expected to
follow the instructions provided in this tutorial and carry out the specified tasks. At the end of this tutorial, you
should be able to:

a. Running IEEE 9-bus system in RTDS.

b. Configuring SV and data visualisation using Wireshark.

¢. Configuring PMU and data visualization using Wireshark, and in-house developed MATLAB based
Synchro-measurement Application Development Framework (SADF).

d. Configuring SKT.

e. Using of PMUs, SKT, and SADF to preform closed-loop control UFLS scheme on IEEE 9-bus system
in real-time.

2. Prerequisite Knowledge and software requirements

From previous lab sessions:
e You should be familiar with running basic cases in RSCAD
e Basic knowledge of TCP/IP and UDP protocol stack

Software requirements:
e MATLAB-2014a, with Instrument Control Toolbox
e OpenVPN client, with credentials to connect to RTDS VLAN

3. Attached folders

e \SV example — Test system for SV
o \UFLS example — 9 bus system with UFLS scheme using PMU data from the system and real time
control of the system using SKT.

4. SV data visualisation using Wireshark

This section demonstrates the configuration of the GTNET SV unit and visualisation of sampled values from
RTDS simulation using the Wireshark software. The figure 1 shows the RSCAD draft circuit used for this
demonstration and the figure 2 shows the runtime of the same file. The assign control processor block is used to
define the board number which is selected based on the config file (5 as for this experiment). The GTSYNC and
GTNET-SV1 components from the Protection and Control library and paste them into the drawing canvas.
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Figure 1 : RSCAD draft circuit of SV example
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Figure 2 : RSCAD runtime of SV example.

The figure 3 shows the GTNET-SV block . The sampling period can be selected as 80 or 256 samples per
second. The GTNET fiber port number and the card number values should be selected according to the config
file.



_rtds_ctl GTHET_SW9-2 W5.def
SV-1 OUTPUT CHAMMNEL QUALITY EMABLES |
F CONFIGURATION r CHAMMNEL SCALIMNG r SV-1 OUTPUT IEC 61850 CONFIG
rame Description Value Unit Min Max
Mode SV Mode OQutout | = 0 1
nswv Mumber of SVs 1 | - 0 1
Mame GTHET SV-1 iedMame GTHETSWVA
Mamez2 GTHET SV-2 iedMame CTHNETSWZ2 ] 0
SYSFREQ Mominal system frequency (Hz) 50 -
SMPRT Sample rate (samplesicycle) 20 - 0 1
IECver IEC 61850 Standard; Edition 1 {9.2LE} | = (o] 1
nChan Mumber of voltage and current channels 1 1 24
FPort GTIO Fiber Port Mlumber = 1 24
Card GTHNET_SWY Card Humber 1 1 a2
smwiDtype Use 9.2LE convention for the smvID or use only LDPre | 0 1
Proc Assigned Controls Processor 4 1 40
Pri Pricrity Level 4
gtnettype GTHET Type GTHETx2 |v o A
| Update | | Cancel | | Cancel All |

Figure 3: GTNET-SV block.
The following are the main steps for the experiment.

Set up the SV example draft case.

Open Wireshark and enter SV as filter .

Start running the SV example.sib.

Observe the “Time” (time slipped since last displayed packet) to verify if it matches the expected
Sample Period. Note the time shown in Wireshark is not precise, but a good reference. SV packets
being published at 80 samples/cycle with system frequency of 50 Hz is shown below.



K Intel(R) 82567LM Gigabit Network Connection (Microsoft's Packet Scheduler) : \Device\NPF_{31DDD113-416A-44E8-8161-3080A04EADBY} [Wire

File Edt View Go Capture Analyze Statistics Telephony Tooks Internals Help

Cy N EEdXZEelAe»nTLIEBE | QQAD #EMEX|B

Filer: sy + | Expression,., Clear Save

Mo, Time: Source Destination Protocol ! Length  Info
8814 [0 000252000] RtdsTech_04:2c Tec-Tc57_04:01:1d TECA1850 Sampled values 123
8815 |0, 000265000| RtdsTech_04:2c Tec-Tc57_04:01:1d TECA1850 Sampled values 123
8816 0, 000235000| RtdsTech_0d:2c Iec-Tc57_04:01:1d IECA1B50 sampled values 123
5817 [0. 000265000 rrdsTech_04:2c Iec-TC57_04:00:1d IECE1850 sampled values 123
8818 0, 000255000| RtdsTech_04:2c Tec-Tc57_04:01:1d TECA1850 Sampled values 123
8819 |0, 000265000| RtdsTech_04:2c Iec-Tc57_04:01:1d IECA1850 sampled values 123
8820 |0, 000235000| RtdsTech_04:2c Iec-Tc57_04:01:1d IECA1B50 sampled values 123
5821 [0, 000268000 rrdsTech_04:2c Iec-TC57_04:00:1d IECE1850 sampled values 123
8822 |0, 000252000| RtdsTech_04:2c Tec-Tc57_04:01:1d TECA1850 Sampled values 123
85823 |0, 000265000| RtdsTech_04:2c Iec-Tc57_04:01:1d IECA1B50 sampled values 123
3824 0, 000235000| RtdsTech_04:2c Iec-Tc57_04:01:1d IECA1B50 sampled values 123
5825 [0. 000265000 rrdsTech_04:2c Iec-TC57_04:00:1d IECE1850 sampled values 123
8826 |0, 000235000| RtdsTech_04:2c Tec-Tc57_04:01:1d TECA1850 Sampled values 123
8827 0. 000265000| RtdsTech_0d:2c Iec-Tc57_04:01:1d IECA1B50 sampled values 123
8828 0. 000236000 RtdsTech_04:2c Iec-Tc57_04:01:1d IECA1850 sampled values 123

= Frame 8828: 123 bytes on wire (984 bits), 123 bytes captured (384 hits) on interface 0
nterface id: 0
WTAP_ENCAP: 1
Arrival Time: Mar 26, 2013 15:14:37.414516000 Central Daylight Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1364328877.414516000 seconds
[Time delta from previous captured frame: 0.000236000 seconds]
[Time delta from previous displayed frame: 0.000236000 seconds]
[Time since reference or first frame: 2.199232000 seconds]
Frame number: 8828
Frame Length: 123 hytes (984 hits)
Capture Length: 123 bytes (984 hits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocals din frame: eth:sv]
[Coloring Rule Mame: Broadcast]
[Caloring Rule sString: eth[0] & 1]
- Ethernet II, src: RtdsTech_04:2¢ (00:50:c2:4f:04:200, Dst: Iec-ToS7_04:01:1d (01:0c:cd:04:01:1d)
- Destination: Iec-TgS7_04:01:1d ¢0l:0c:cd:od:ol:1d)
asddress: Iec-T57_04:01:1d (01:0c:cd:04:01:1d)
coee w00 e e e e = LG Bt Globally unigue address (factory default)
....... 1ot eve wevn ovw. =16 bit: Group address (multicast/broadcast)
- source: RtdsTech_04:2c (00:50:c2idfi9d:2c)
Address: RtdsTech_04:2c (00:50:c2:4f:94:2C)
O e e e e = LG Bt Globally unigue address (factory default)
....... 0 et vvvn veee vuo. =1 bit: Individual address (unicast)
Type: IEC 61830/5v (sampled value Transmission (0xB8ha)
= IECH1850 Sampled values
APPID: Ox4000
Length: 109
reserved 1: 0x0000 (00
Reserved 2 0x0000 (00

= savPdu
noasoU: 1
= segashU: 1 item

= ASDU
0000 01 Oc ¢d 04 €1 1d 00 50 ¢2 4F 94 2¢ (BB hba 40 00 ....... P L0.,..8,
0010 00 6d 00 00 00 00 60 63 80 01 01 a2 Se 30 5C B0 .m.... C ....A0N,
0020 Ob 45 58 45 52 31 4d 55 30 30 30 31 82 02 05 4 LEXERIMU QOCL. ...
0030 83 04 00 00 OO 00 85 0L 02 87 40 00 h9 a3 4C 00 ........ .. a...L.
0040 00 3f ff 0L 78 be 4c 00 00 00 00 fd cd %9e 68 00  .7..%.L. +.....h.
Q050 00 Q0 00 00 00 00 00 00 00 00 00 00 423 41 52 00 ..ovvvvs wuus JAR.
0060 00 00 00 00 96 b2 85 00 00 00 00 ff 1f OC 29 00  ........ ...... J.

0070 00 00 00 00 00 OO 00 0O 000000 e e

Figure 4: SV data visualization using Wireshark for 80 samples/sec.



e When set to 256 samples/cycle, according to the Implementation Guideline, 8 data units (1 ASDU
contains 4 voltages and 4 currents) of SV data are sent at a time as ONE “packet”, so the packet period
would be 1/(256*50) * 8 = 625 ms.

File Edit Wiew Go Capture Analyze Statistics Telephony Tools Internals Help

S C BEEXZ8 A+ TFLIEBEIQQAD| @BM% B

Filker: | sv w | Expression.., Clear Save

Mo, Time OUrCe Destination Protocal Length 1
105347 0.000a0-000 RTdsTech_U4 14C Tec-TCar_U4 70010 IECElsa0 Sampled Walues 2]
10548 0.000845000 RtdsTech_04:2¢ Iec-Tc57_04:01:1d IECS1850 sampled walues 785
10549 0. 000603000 RtdsTech_04:2cC Iec-TC57_04:01:1d TECELB50 Sampled values 785
10550 0.000662000 RtdsTech_04:2¢ Tec-TcH7_04:01:1d TECELB50 sampled values 785
10551 0.000591000 RtdsTech_04:2¢ Iec-TCS57_04:01:1d TECELB50 sSampled values 785
10552 0.000645000 RtdsTech_04:2¢ Iec-TcH7_04:01:1d IECEL850 Sampled values 785
10553 0. 000603000 RtdsTech_04:2¢ Iec-TCH7_04:01:1d IECELB50 Sampled values 785

= Frame 10552: 785 bytes on wire (6280 bits), 785 bytes captured (5280 bits) on interface 0
Interface id: 0
WTAP_ENCAP: 1
arrival Time: Mar 27, 2013 10:30:33.150682000 Central Daylight Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1364398233.150682000 seconds
[Time delta from previous captured frame: 0.000645000 seconds]
[Time delta from previous displayed frame: 0.000645000 seconds]
[Time since reference or first frame: 6.515578000 seconds]
Frame Mumber: 10552
Frame Length: 785 bytes (6280 hits)
Capture Length: 785 bytes (6280 bits)
[Frame is marked: False]
[Frame is dgnored: False]
[Protocols in frame: eth:swv]
[Coloring Rule Mame: Broadcast]
[Coloring Rule String: eth[0] & 1]
= Ethernet II, Src: RtdsTech_04:2c (00:50:c2:41:04:2c¢), Dst: Tec-TchS7_04:01:1d (01:0c:cd:04:01:1d)
= pestination: Iec-TcS7_04:01:1d (0l:0c:cd:04:00:1d)
Address: Tec-TcS7_04:01:1d (0l:0c:cd:04:01:1d)
veve a 00 vies e wees wees = LG BRIt Globally unique address (factory default)
....... 1 ieve wvve wver wvn. = IG bit: Group address (multicast/broadcast)
= source: RtdsTech_04:2c (00:50:c2:4F:94:2¢)
address: ptdsTech_04:2c (00:50:¢2:4F:94:2¢)
veen a0 oo cees e e = LE it GTobally unique address (factory default)
....... O e vvee vewe wew. = IG bit: Individual address Cunicast)
Type: IEC 61850/3v (Sampled wvalue Transmission (0x88hal
- IECEL1850 sampled values
APPID: Ox4000
Length: 771
Reserved 1: 0x0000 (00
Reserved 2: 0x0000 (00
= savPdu
noAsDU: 8
- segASDU: B items
= ASDU
sVID: EXERIMUOOOZ
smpCnt: 3736
confref: 0
smpsynch: global (20
= PhsMeasl
wvalue: -20372849

Figure 5: SV data visualization using Wireshark for 256 samples/sec.

5. PMU configuration and data inspection using Wireshark.

This section demonstrates the configuration of the GTNET-PMU and inspection of PMU communication
frames and their values using the Wireshark packet inspection software and MATLAB supported SADF.
5.1 Configure draft parameters

Copy the GTSYNC and GTNET-PMUS8 components from the Protection and Control library and paste

them into the drawing canvas. Enter the parameters such as number of PMUs. The GTNET fiber port number
and the card number values should be selected according to the config file.



_rtds_GTHNET_PMU_v4.def
PMU1-8 AC SOURCE r PMU1-8 ANALOG/DIGITAL SOURCE
l: CONFIGURATION r PMU1 CONFIG |/ PMUZ CONFIG r PMU1-8 CALIBRATION
MName Description Value Unit Min Max

eC37data Enable output of C37.118 data using GTMET Yes |v 0 1
Mame GTHET Component Mame P
[[pmutype PMU Model Type AnnexCIP1 | v 0 2
|||:fgtype Caonfiguration frame format Confia 2 - 0 1
freq Base Frequency (Hz) 60.0 - i) 1
nPML MNumber of PMUs (maximum 8) 2 - o 8
adv Delay Input Signal to align Vv & | V bv 1dt - 0 1
eAngh Enable Angle Difference Meter NO - 0 1
nAnNgDiff Angle Difference Meter Mame (PMUx-PMUy) langdiff o] 0

sfx Plot Signal Suffix

calib_const Common offset applied to all PMU inputs 0 degrees -360.0 360.0
dt_adj Time-step adjustment to all input signals -3 dt -500 500
ePri Enable Primary Signals YES |v 0 1
GT_S0C GTSYMC advance TIME signal name ILDVSECD 0 0
GT_STAT GTSYMC advance STAT signal name ILDVSTAT 0] 0
phs_rot Phase Rotation ABC |- 0 1
[Port GTIO Fiber Port Number E 1 8
[[cara GTNET_PWU Card Number 1 1 8
||F'roc Assigned Controls Processor 1 1 40
[Pri Priority Level 1 1

|prt3fp Solve Model on card type: GPC/PBS |v 1 2

| Update | | Cancel | | Cancel All |

Figure 6: PMU block — CONFIGURATION tab.

Set up parameters for PMU as shown in figure 6, 7 and 8. Fill in voltage and current sources for PMUs as
shown in figure 8

_rtds_GTHET_PMU_v4.def
PMU1-8 AC SOURCE r PMU1-8 ANALOG/DIGITAL SOURCE
CONFIGURATIOM r PMU1 CONFIG r PMUZ2 CONFIG r PMU1-8 CALIBRATION

| MName Description Value Uni Min Max

I_p‘l FFP=a Reporting Rate (frames/sec) 60.0hz 30 - ] 10 [~ |
p1FPSHb Reporting Rate (frames/sec) 5 hz 0 6

pi1decimate Decimate PMU runtime output YES - 0 1 5
p1STM Station Name PRI

p1IDC Hardware 1D Code 1 1 -
p1TCP Cutput TCPAP or UDP local port 4712 1

P1CFG Configuration Change Count 0 o

p1PHSout rMumber of Phasors 2 - o

pllorFp Phasor Mumber Format REAL - o

p10OUTF Phasor Output Format An & Bn - a

pllorFf Frequency Mumber Format REAL - a

plisdout Mumber of Analog values 2 - a

pllorFa Analog Mumber Format REAL - a

pliDout rMumber of 16 bit Digital Status 1 - 0
ffe1iaT PMU1 Latitude i WGS84 datum
ffe1ion PMU1 Lo S84 datum -

p1ELE PMUA Elevation in meters 5584 datum ]

plePHS1 Phasor 1 PMU Cutput - ] (]

plePHS2 Phasor 2 PMU Cutput 11 - ] (]

pl1ePHS3 Phasor 3 PMU Output ] 0

p1ePHS4 Phasc PMU Output

Ir:1ePHSE Phasor 5 PMU OCutput =1

| update || cancel || cancelan |

Figure 7: PMU block — PMUL1 config tab.




_rtds_GTNET_PMU_v4.def
PMU1-8 AC SOURCE | PMU1-8 ANALOG/DIGITAL SOURCE |
CONFIGURATION | PMU1 CONFIG | PMU2 CONFIG | PMU1-8 CALIBRATION
| Name Description Value Unit Min Max
rvT1 PMU1_Tums Ratio : 1 2000.0 1.0 10000.0 - |
[rvTat PMU1_A phase Input Signal Name 1 0 0
[nvTE PMU1_B phase Input Signal Name N2 0 0 =
[T PMU1_C phase Input Signal Name 3 0 0
[rcT PMU1_Turns Ratio : 1 500.0 1.0 5000.0 -
[[ncTAs PMU1_A phase Input Signal Name |atline 0 0
[ncTBH PMU1_B phase Input Signal Name |Btline 0 0
[ncTcH PMU1_C phase Input Signal Name ICtiine 0 0
[rvT2 PMU2_Turns Ratio - 1 2000.0 1.0 10000.0
[[nvTaz PMUZ_A phase Input Signal Mame m 0 0
[rvTB2 PMU2_B phase Input Signal Name NS 0 0
[[nvTc2 PMU2_C phase Input Signal Name NG 0 0
[rcT2 PMU2_Turns Ratio - 1 500.0 1.0 5000.0
[[ncTaz PMUZ2_A phase Input Signal Name CRT1SE 0 0
[ncTB2 PMU2_B phase Input Signal Name CRT2SE 0 0
|nCTCZ PMUZ_C phase Input Signal Mame CRT3SE 0 0 <
I
| update || Cancel || canceial

Figure 8: PMU block — PMU 1-8 AC Source tab.

5.2 Data visualisation using in Wireshark, PMU connection tester.

Make sure the case is running. Open Wireshark. Go to Edit -> Preferences. Find “SYNCHROPHASOR”
under “Protocols” section as shown in figure 9. Make sure the port number filled in the “Synchrophasor TCP

port” matches the setting in the GTNET-PMU component.

i The Wireshark Network Analyzer [Wireshark 1.8.15 (v1.8.15-0-g50al82c from master-1.8)]
|
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Figure 9: Wireshark Preferences selection
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_ritds GTHET_PMU_vwd.del
PMU1-8 AC SOURCE PMU1-8 ANALOG/DIGITAL SOURCE |

|: CONFIGURATION PMUA COMNFIG r PMUZ COMNFIG r PMUA-& CALIBRATION

Mame Description Walue (W Min Max
p2FPSa Reporting Rate (frames/sec) 60.0hz 30 - u] 10 | =~ |
p2FPSh Reporting Rate (frames/sec) 50.0hz o] 5] =
pZ2decimate |Decimate PMU runtime output YES - u] 1
pP2STH Station Mame P2
p2IDC Hardware 1D Code = 1 65534
p2TCP Output TCPP local port 4722 1 65535
pZ2CFG Configuration Change Count ] o] 32TET - |

| updgate || cancer || cancelan |

Figure 10: PMU block - PMU2 CONFIG.

Enter the port number in the Wireshark, as the same used for PMU as shown in figure 10 and 11.

[l Wireshark: Preferences - Profile: Default ‘ E S [E=REERrX

StarTeam i IEEE C37.118 Synchrophasor Protocol
STP Synchrophasor UDP port: | 4713
SUA
SYNCHROPHASOR Synchrophasor TCP port: 4?22]

T38
TACACS+ ||
TALL -

ok || ey || cance |

Figure 11: Port Setting in Wireshark for SYNCHROPASOR.

Select the proper Ethernet card as shown in figure 12, then click “Start” to start the Wireshark.

La — — —
i The Wireshark NMetwork Analyzer [Wireshark 1.8.15 (v1.8.15-0-g50a182c from master-1.8]]
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Figure 12: LAN selection in Wireshark.



Make Sure that you are capturing the data from the right LAN network using wireshark . Start the Wireshark
and put “synphasor” as the Filter as ahown in figure 13 .

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Bae RO QesEF I B AaaqE

|ﬂ|synphasor m =) | '] Expression... +
Ho. Time Source Destination Protocol Length Info ‘|

Figure 13: Starting Wireshark with “synchrophasor” filter enabled.

Enter all the IP, port and others details as shown in figure below in PMU connection tester software as shown in
figure 14. Click the connect button after executing the Runtime file with PMU.

File Help
[= & Connection Parameters
Tcp | Udp | Serial | File Default System IP Stack: IPvs | Protocal |
[IEEE c37.1182:2011 ~| Connect
Host IP: 131.180.164. 23 [T] Establish Tcp Server :
Device ID Code: 2 Version 455
Port: 4701 ) Configure Alternate
Sonrani Command Channel
Network Interface Disable Real-ime Data - Send Mot Defined

Figure 14: PMU Connection Tester settings

The PMU data exchange can be visualised in Wireshark as shown in figure 15.

- Inted(R) 8257900 Ggﬂﬂnmwl Connection: wmﬁmﬂ:rurammﬂum [Wreshark LE.13 lvﬂl}-ﬂ‘;)ﬂnm trom mnan ml |.“—"' o ——
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B e e HR&E ISR G 2 FI\‘ QaaD ems s B

Fiter. tynphatar «| Expression.. Clear Asply Save
1Mo, Time Source Destination Protocol Lengeh Info
| 109552 0. 00662400 172.24.9.46 172.24.2.129 SYNC HROPHASOR 448 conf iguration Frame 2
109557 0.06536600 172.24,.9.46 172.24.2.129 SYNCHROPHASOR 90 pata Frame
INGSSK N NATITAADITI 74 @ 2R 172 24 3 170 EVR MDA TND N Nars Erame ©
' '
3@ Lo = Leap :\-v:ru L:Hsnu False *
. D000 = Time Quality indicator code: Normal operation, clock lTocked (Ox00)

fraction of second (ram): 56021
configuration data, 1 Peu(s) included
resolution of fractional second Time stamp: 1000000
number of emu blocks included 1n the frame: 1
station el: “PMu2
PHU/OC 10 number: 2
pata format in data frame
,,,,,,, c. 0... = FREQ/DFREQ formar: 16-bit fnreger
- .0.. = analog values forsar: 16-bit integer
+«0. = Phasor format: 16-bit integer
: .1 = phasor notation: polar
Number of pfu sors: 3
nusber of analeg va‘lues; 2
number of digiral starus words: 1
Phasor names (2)
Phasor name #1: “PHASOR CH 1:v1
Fhasor name #2: “"PHASOR CH 2:11
aralog values {2)
Analeg value #1: "ANALOG CH O
analog value #2: “aNALOG CH 1
i Digital status labels (16)
= phasor conversation factors (1)
#1 facror: 1000000 * 104-5, unit: volr |
#2 factor: 100000 * 104-3, unit: Ampere |
= analog values conversation factors (2)
facrtor for analog value #1: single point-on-wave, value: 100
Factor for analog value #2: single point-on-wave. value: 100
Masks for digital status words (1)
wask for status word #1: normal state: Ox0000, valid bits: OxFFff
. 0 = Nominal 1ine fregency: 60Hz

(oﬂhqurannr r!um‘ﬂ count: O l
Rate of transmission: 30 frame(s) per second |
Checksum: OxbeBf [correct] |
i

10030 40 0D db ci 00 o0 .
{0040
l00S0
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)

0 02 o1
6 31 20 20 30 4% 41 33 0 32 3a - =

B | JEEE CJ7.118 Syncheaphasor Protoced (s

na._g:e__?_gl bytes Packets: 109733 Displayed: 77 Marked: 0 Dropped 0 | Profile: Defautt

Figure 15 : PMU data visualisation using Wireshark.



6. SKT Configuration.

Using the GTNET-SKT component in RTDS, it is possible to send and receive socket data from external
program during its runtime. The figure 16 illustrates the socket data transfer mechanism. The following text
gives some basic terminology and definitions used:

Server/Client Application: The basic mechanisms of client-server setup are:
e Aclient send a request to a server
e  The server returns a reply

1. Server Socket
Create a Socket — get the file descriptor;
Bind to an address — what port am | on?
Listen on a port, and wait for a connection to be established,;
Accept the connection from a client;
Send/recv;
Shutdown to end read/write;
Close to release data;

2. Client Socket
Create a Socket;
Connect to a server;
Send/recv — repeat until the data is received;
Shutdown to end read/write;
Close to release data;

6.1 TCP vs UDP

Stream Sockets - TCP

Provides reliable two-way communication. One side initiates the connection to the other, and after the
connection is established, either side can communicate to the other. In addition, there is immediate confirmation
that what were sent actually reached its destination. Stream socket uses a Transmission Control Protocol (TCP),
which exists on the transport layer of the Open Systems Interconnection (OSI) model. The data is usually
transmitted in packets. TCP is designed so that the packets of data will arrive without errors and in sequence.

Datagram Sockets - UDP

One way communication, i.e. mailing a letter compared to making a phone call. The communication is
unreliable. l.e. mailing several letters, we cannot be sure that they arrive in the same order, or even that they
reached their destination at all.
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TCP communication

Server

*call block

wait for connection

establish connection I connect()

UDP communication - clients and servers don't establish a connection with each other

Client
Server

socket()
L= ]

recvfrom()

“call block

wait for data

request

request

Client

bind() |

*call block

recv ()

“call block

process request

1 send ()

progess request

|

-

l | I response
send() I e | reov() I andm[)

“call block

Figure 16 : Socket data transfer mechanism.

[ sendtof) I

recvirom()

“call block

The figures 17-20 shows the GTNET-SKT configured in TCP server mode, which is further used in the test
case explained in the later section.

GTHET Card ¥ 1
- GOTO AberFort 1
COTMETSKT1

IS TOF Sarver -

Local Fort 4700
Varables Frome 3

rere,_sawy
. SocKeti|l——o

ety ToSend—

nhdsgl——

Figure 17 : GTNET-SKT BLOCK

_rtds_GTHET_SKT.def

[ CONFIGURATION [ From GTNET-SKT | Local IP Configuration |

Mame Description Value Unit| Min| Max
Mame GTHMET_SKT component name GTHRETSKT
Mode LUDP, TCP Server or TCP Client TCP 5. | ] 2
DataDirection |Specifies whether data is sent, received or both Receive | w 0 2
Fort GTIO Fiber Port Mumber 1 1 24
Card GTMET-SKT Card Mumber 1 1 1
Froc Assigned Controls Processor 1 1 236
Pri Priority Level 1 1
gtnettype GTHET Type GTHNET... |v ] 1
=fx Add signal name suffix for multiple instances of GTHMET-SKT
FromFile Use external file to define data received NO | - v} 1
note external FromFile name =GTHET_SKTComponentMame_from.bd=
ToFile Use external file to define data sent | 1
note external ToFile name =GTHET_SKTComponentMame_to bd=

| Update || cancel || cancelal

Figure 18 : GTNET-SKT BLOCK, CONFIGURATION tab.
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Specify the input/output signals in the next windows as shown figure 19.

_rtds_GTHET_SKT.def
[ CONFIGURATION [ From GTNET-SKT | Local IP Configuration
Mame Description Yalue Unit | Min Max

numvyarsFromGTHETSKT |Mumber of Variables received from GTRET-SKT |2 v 300 ||
in0 Mame of input word #0 from GTHNET-SKT tripCB1 o ] T
TypeFrGTHETSKTO Select Diata format from GTHNET-SKT Int | - u] 1

in1 Mame of input word #1 from GTHNET-SKT tripCB2 v o
TypeFrGTHNETSKT Select Data format from GTHNET-SKT Int | - o 1

in2 Mame of input word #2 from GTHNET-SKT tripCB2 u] 0
TypeFrGTHETSKTZ2 Select Diata format from GTHNET-SKT Int | - v 1

in3 Mame of input word #2 from GTMNET-SKT FOIMNT3 o ]
TypeFrGTHNETSKT3 Select Data format from GTMNET-SKT | 0 1

ind Ma T input wi from GTHNET-SKT POIMTA v o
TypeFrGTHNETSKT4 THET-SKT | o 1

inS C m GTMNET-SKT POIMNTS 0 0
TypeFrGTMNETSKTS Select Data format from GTHNET-SKT | o 1

Figure 19 : GTNET-SKT BLOCK, From GTNET-SKT tab.

Enter the port details as shown in figure below as shown in figure 20.

_rids_GTHET_SKT.def
CONFIGURATION | From GTNET-SKT | Local IP Configuration

Name Description Value | Unit Min Max
LocalPort TCP semnver port or UDP port used to sendirecaive dala 700 l 3671 20000

| Update I| Cancel |I Cancel All

Figure 20 : GTNET-SKT BLOCK, Local IP Configuration tab.

The test case demonstrates the how an external program (Matlab) can be used to establish a socket connection
with RTDS and used to receive trip signal from the external program.
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7. Example application: IEEE 9-bus benchmark system with Under Frequency Load
Shedding closed-loop control

7.1 Description

In this part the practical example of the centralized based Under Frequency Load Shedding (UFLS)
corrective-control scheme utilizing PMU and SKT is described and performed in real-time. The UFLS is
performed on the IEEE 9-bus system (use file “IEEE 9 Bus Power System_UFLS.dft”), where all 3 generator
units are monitored using PMUs, installed on generator terminal bus, as illustrated on Fig. 21.

2 7 8 9 3
@t | e
| I - ?
4
1 | DLeA DLEB DL&C

@1

Figure 21 : IEEE 9-bus benchmark system model

Additionally, the dynamic load 6 (DL6) was replaced by 3 individual loads (DL6A, DL6B, DL6C), where
the total sum of individual loads equals the original DL6 load, as illustrated on Fig. 21 and Fig. 22. Hereby,
circuit breakers are installed to trip each 3 individual loads (DL6A, DL6B, DL6C) in case of preformed UFLS.
The PMU measurements are first send to Phasor Data Concentrator, where the PMU measurements are time-
aligned into one coherent data stream.

]
I

]
I

™ T ]

BRK1A
BRK1B
BRE1C
BRE2A
BRKZB
BRK2C
BRIIA
BRIIE
BRI3C

. BUEG1 . . . . . . BUEA2 . . . . . . BUEA3
1.01202 /) 3711927 1.01182 #_-3.75G02 1.01182 /4 -3.80078
Eif1 Tl 2 Cp2 BE3  CR3

al B - . . . . . o 5 o . . . . Ca Bl o
Dynamic Load Dynamic Load Drynamic Load
RiiL . . . . . RiiL . . . . . RiiL . . .
DLEA 10.00 MW DLEB 30.00 MW DLEC S0.00 MW
J_ 10.00 MWAr J_ 10.00 MW AT J_ 10.00 MWAr

Figure 22 : Individual loads connected with the circuit breakers being controlled to enable UFLS.

The switching actions of the DL6A, DL6B, and DL6C circuit breakers are controlled by the received control
signals from the SKT component, placed in the draft file, as illustrated on Fig. 23.
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GTMNET Card & 1

. GTIO Fiber Part 1

GTNETSKT1
ModeTCF Server -

Local Port 4700
- “ariables From: 3.

- . . . MewDataSeq .
re Crit_seq

' tﬁpgﬁpCBJ '
’ tripgripcﬂj ’
' tﬁpgﬁpCB_Z] '

- . . . NewDataFlag

- SocketOvi|f——o-

ReadyToSend/——

Invhdsg ([——

Figure 23 : SKT compoﬁent with the hega'tion-of the received CBs control signals.

7.2 Synchro-measurement Application Development Framework

The UFLS scheme is implemented in MATLAB by using Synchro-measurement Application Development
Framework (SADF) library and executed in online fashion. The SADF is a MATLAB supported library to
facilitate simplified design and online validation of advanced closed-loop control Wide Area Monitoring,
Protection, and Control (WAMPAC) applications, as well as PMU/PDC performance and compliance
verification under realistic conditions. The SADF enables a seamless integration between the Synchronized
Measurement Technology (SMT) supported electric power system and synchro-measurement supported user-
defined applications. This is done by online receiving and parsing of IEEE Std. C37.118-2005 and C37.118.2-
2011 specified machine-readable messages into a human-readable MATLAB format, as illustrated on Fig 24.
SADF enables receiving of TCP, UDP, or TCP/UDP synchro-measurement data stream by using either
"commanded" or "spontaneous” mode. Combining this library with MATLAB's signal processing and
visualization functions allows mastering the design and validation of complex WAMAPC applications.

%ﬁ?‘ﬁchro-measurement Application Development Framework

Measurement Timestamp Control
Real-time Voltage Angle and Magnitude Online
IEEE C37.118 | Current Angle and Magnitucl::I User-defined 5
EEEC L Data Stream Frequency and ROCOF WAMPAC L
Parser Analog Values Applications
Digital Values Monitoring
NMATLAL

Figure 24 : Synchro-measurement Application Development Framework

7.3 Exercise task and expected results

The main goal of the exercise is to perform a simple 3 stage UFLS scheme on a IEEE 9-bus system by applying

following 3 steps:

1. Shed the DL6A load (10MW) if PMU measured frequency of any generator drops below 59.2 Hz.
2. If the frequency is still dropping, shed DL6B load (30MW) if the frequency drops below 58.8 Hz.
3. If the frequency is still dropping, shed the DL6C load (50MW) if the frequency drops below 58 Hz.

The complete UFLS procedure is implemented in MATLAB by using SADF.
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To edit the UFLS procedure execute following steps:

1. Open MATLAB and navigate to directory “/SADF_UFLS”.
2. To edit the UFLS script type “edit UFLS” into MATLAB command window.

Finally, to perform the simulation, please execute the following steps:

3. Open and compile the “IEEE 9 Bus Power System_UFLS.dft” on a suitable rack, containing PMU and
SKT functionality, typically by using a single GTNEX2 card.

4. Open the “IEEE 9 Bus Power System_UFLS.sib” and start the simulation
5. Open MATLAB and navigate to directory “SADF_UFLS”.
6. Runthe UFLS.m script in MATLAB command window by executing “run SADF_run”.
7. Verify that the circuit breakers are closed. Lights should be turned ON as illustrated on Fig 25.
L& CONTROLS &)

-17\5 .1613 -1613

E E E

i = =

1u.ul | 30.0. | su.ul |

Figure 25 : LEDs on indicate that the CBs are closed.

8. You should be able to automatically receive the PMU measurements in MATLAB and plot the PMU
frequency measurements as illustrated on Fig 26.

Online Monitoring: PMU1 - PHASOR CH 1:V1, PMUZ - PHASOR CH 1:V1, PMUJ - PHASOR CH 1:V1,

50885 —

Figure 26 : IEEE 9-bus online generator terminal bus frequency measurements.

9. Increase the active power consumption of the DL8 load, by moving the slider to 200 MW. UFLS
Action 1 and Action 2 should be executed as seen in the MATLAB command window. Observe
Runtime and SADF command window output, frequency plot, and when the PMU measured frequency
drops below predefined threshold, the tripping action occurs, which actions can be seen in the online
updated frequency monitoring figure (Fig 27).
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Online Monitoring: PMU1 - PHASOR CH 1:¥1, PMUZ - PHASOR CH 1:¥1, PMU3 - PHASOR CH 1:¥1,

Figure 27 : Indication of UFLS actions observed in the PMU frequency measurements.
10. Decrease the the DL8 load slider to 100MW. As a result this will increase the system frequency, and if

it goes above 60.5 Hz, then the UFLS is automatically reset, which re-closes all the opened CB of
DL6A, DL6B, or DL6C, as seen in Fig 28.

Online Monitoring: PMUT - PHASOR CH 1:V1, PMUZ - PHASOR CH 1:¥1, PMU3 - PHASOR CH 1:V1,

@5

Figure 28 : Reset of UFLS actions observed in the PMU frequency measurements.
11. Increase the active power consumption of the DL8 load, by increasing the slider to 300MW. UFLS

Action 1, Action 2, and Action 3 should be executed as seen in the MATLAB command window and
observed in PMU frequency measurements of the MATLAB plot (Fig 29).
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systam frequancy (Hz)

Online Monitoring: PMU1 - PHASOR CH 1:V1, PMU2 - PHASOR CH 1:V1, PMU3 - PHASOR CH 1:v1,

505 w
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55

Figure 29 : Indication of the executed all UFLS actions, observed in the PMU frequency measurements.
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